Anonymizer Total Net Shield Help™



Total Net Shield

Installation

To install the Anonymizer Total Net Shield, please go to www.anonymizer.com and click on Member
Login to the top left.
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Enter your Anonymizer Username and password and click the little arrow to the right.
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Your Member Home gives you access to your
Anonymizer account information, purchased software,
and other great privacy features. You'll also be the first
to try upcoming software and receive GREAT deals Password: | | 3 ]
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Having trouble logging in? Please visit cur Support Center.
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Once on the Member Page, click on ‘My Downloads' to the right.



) Anonymizer.com - Member Home - Mozilla Firefox

File Edit View Go Bookmarks Tools Help

CI ~ CD > .@' &% @ @ = . > b 2 ;ﬁ @ htu:ls:waw.anunyrmizer.mmfcgi-binfmembers.::gi?ach'un=membe@ b @.

D l@ Anonymizer.com - Member Home l %

ViYWonymizEr:
e e S s SE—— W e——

Home = Member Home Control Panel

3-in-1 Protection is here with Anonymizer's Safe Surfing Suite Change E-Mail /Password
featuring the NEW Anonymizer 2005

1
=
o
g
=
=
=]
o
=%
7
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To browse anonymously, simply type in a URL and click GO!
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Once on the Downloads page, select on the software you want to download, then click * Download Now’ .
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Y ou then will have an installation Window pop up asking to Open, Save. Choose to ‘ Save' thefile
to your Desktop so you can locate it later.



Opening totalnetshield- 1-win-us.exe

You have chosen to open
totalnetshield- 1-win-us.exe

which is a: Application
from: https:f/shop.anonymizer.com

What should Firefox do with this file?

_-'[ Ok l [ Cancel ]

Once saved, double click on the Anonymizer Total Net Shield icon on your Desktop, or wherever
you saved it, to install the software.

totalnetshield-

1-winm-us.exe

Y ou will get awindow for the Anonymizer Total Net Shield Installer; click ‘Install’ to continue.



Anonymizer Total Net Shield Installer

Installation Directorny
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Installation Options

[v [nztall for all uzers

Installation [nformation

AnonT ng.exe: Ananymizer THS iz an SSHZ part fanwarding client builk
exciuzively far uze with Anonpmizer services.

i 4 AppCigwfizad. exe: Application Configuration *izard will help you
*  configure your email programs, web browsers, and chat or messaging
applications to work, securely with Anonymizer THS.

% uningt. exe: Ananymizer THS uninstaller.

[Fztall Cancel

Once the installation is complete you will get a message stating the Anonymizer Total Net Shield
installation has been completed. Click ‘OK’ to continue to the Configuration Wizard.

Installation Completed f5__<|

\la) Anonymizer Total Net Shield 2,04 installation completed.

Next, awindow will appear for the Application Configuration Wizard. Enter your Anonymizer username
and click ‘Next’ to continue.



& Application Configuration Wizard

User Information

Welcome to the Application Configuration Wizard.

This wizard will help you corfigure your email programs, web browsers,
and chat or messaging applications to wark securehy with Anormymizer
TMS.

The information entered on this page will be used to create or reset
Anomymizer THS email and news accounts in the email and newsgroup
programs that you will choose on the following two pages.

The wizard will remember this infarmation if you run it again at a later
time.

User Mame™ I.ﬁnunmizerl_lsemame

* Malke sure to enter the user name
exacthy as provided by Anonymizer.

< Back Mext = Close |

The next page isto configure your Anonymizer email account into your email software. Simply click on
‘Create Account’ for the email program/programs you use. If you do not see the email program you usein
thislist, please contact Technical Support for further assistance. Y our email address with Anonymizer is
your user name@mail.anonymizer.com. If you do not want to set up your email account, click on the
‘Next” button to continue and skip this step.



&é Application Configuration Wizard

Configuring Email Clients

This page allows you to create, reset, or remove an Anonymizer THS
email account in the suppaorted email programs.

Accounts will be created or reset using the information you have entered
on the initial - User Information - page.

if both buttons for a specific email program are disabled, this is because
the wizard has not found that program installed.

Al actions will reflect chanages instanthy.

&Huuk Express Create Accourt \ |
Dutlook Create Accourt | |
Metscape Mozila Mail Create Accourt | |
Eudora Create Account | |

i Create Al Fu:cuurrtirj |

< Back Mead = Close |

The next window is to configure your News Reader. Simply click on ‘Create Account’ for the News
Reader program/programs you use. If you do not see the News Reader program you usein thislist,
please contact Technical Support for further assistance. Y our News Reader will be configured to go
through our Anonymizer News Server. If you do not want to set up your News Reader, click on the
‘Next” button to continue and skip this step.



& Application Configuration Wizard

Configuring News Readers

This page allows you to create, reset, or remove an Anonymizer THS
news accourt in the supported newsgroup programs.

Accounts will be created or reset using the information you have entered
on the initial - User Information - page.

if both buttons for a specific news program are disabled, this is because
the wizard has not found that program installed.

Al actions will reflect changes instanthy.

Cutlook Express Create Accourt | Femowve Soccolnt |
Agent Create Accourt | Remove &ccount |

Create Al Accounts

Femove Al &ccounts |

< Back Mext > Close |

The next window isto configure your Internet browser. Simply click on ‘Make Secure’ for the Browsers
you use. If you do not see the browser you use in thislist, please contact Technical Support for further
assistance. If you do not want to configure your browser, click on the *Next” button to continue and skip
this step.



& Application Configuration Wizard

Configuring Web Browsers

This page allows you to configure supported web browsers to work
securehy over Anomymizer THS.

The wizard will save the browser’s settings before any modifications are
made. Once a browser’s settings are modified, the option to restore
gettings will be offered.

if both buttons for a specific browser are disabled. this is because the
wizard has not found that browser installed.

Al actions will reflect changes instanthy.

(I’n_ternet Explorer Make Secure _‘p Festare Settings |
Metscape Mozila Make Secure | Hesztore Settings |
Opera tlake Secure | Fiestare Settings |

L Make Al Securs L Feztore All Settings |

-
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The next window is to configure your Chat programs. Simply click on *Make Secure’ for the chat
program you use. If you do not see the chat program you usein thislist, please contact Technical Support
for further assistance. If you do not want to configure your chat program, click on the ‘Finish” button to
finish the installation and skip this step.



& Application Configuration Wizard

This page allows you to configure supported chat or messaging
pragrams to wark securely over Anomymizer THS.

The wizard will save each program’s settings before any modifications
are made. Once a program’s settings are modffied, the option to restore
gettings will be offered.

if both buttons for a specific application are disabled, this is because the
wizard has not found that program installed.

Al actions will reflect changes instanthy.

mIRC fdake Secure | Festare Settings |
IC0 Lite fdake Secure | Fiestare Settings |
fdake All Secure | Feztore All Settings |
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Once the configurations are complete you will get a message regarding a ‘ Host Identification Key’. As
long asit states you are connecting to ‘cyber pass.net, port 22', then please select ‘ Accept and Save'. If it
does not say ‘ cyber pass.net, port 22', please contact Technical Support before proceeding.



Host Identity Verification (%]

Either the connection to this host is being established for the first time,
or the host key has been removed from, or never saved to the database.

Please contact the servers administrator and verify the received key.
Accepting the host key without verfication is NOT RECOMMENDED.

Connecting to:
cyberpass net, port: 22, algorthm: ssh-dss

The MD5 and Bubble-Babble fingerprints of the received host key are:
O0Ff:71:31:bd:d5:5c 8107 37:06:41:79:06:35:29
wudec-somod-pesiz-gohac-devetregim-tymedfufin-podicutet by

Accept and Save Accept for This Session Cancel

Y ou will then get a small window requesting your Anonymizer username and password. Please input this
information and click *OK’ to continue.

Enter Username and Password E'

Host |crherpass_net:22

Usemame || OK

| ok |
Password | Cancel

v Save encrypted password

Once thisis done, you will see the Anonymizer Total Net Shield icon down by your clock, thislooks like

a cloud with a green tube going through it. ';3 And the main Total Net Shield window will appear. As
long as the last message inthe ‘Log’ at the bottom says SSH Session: Authentication Complete, you are
now ready to surf the Internet securely. Please make sure you test your privacy by going to
www.ipchicken.com, there you will see Anonymizer’s |P addressif you are configured correctly. The IP
address you will seeis 168.143.113.xxx (the last set of numbers change periodically), if you do not see
this I P address, then the configurations are not correct. Please check your configurations within your
browser or contact Technical Support for further assistance.




"8 Anonymizer Total Net Shield - Secure Mode
File Mode ListeningManager 55HManager HTTP Proxy Log Help

Active Listening Settings 0 s

Liztening Interface | S5H Port Fonwarding Destination

127.0.0.1:25 zmtp. anonymizer. com: 25
1270071110 rail. anoryrizer.comm: 110
127.0.0.1:80 cyberpazz. net 80
1270011149 thews. anonymizer.com: 119

127.0.0.1:9339 cyberpazs. net: 3999
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[v Save encrypted password

o5 Running in . Open Web Open Email ¥| Open News Logout
. L) Secure Mode Browser Client 4 Reader

@ 171017385 55H Seszion: Server verzion sting: 55H-2.0-0pen55SH_3.8.1p1 Debian-8.zarge 4 .

@ 171017 505 55H Seszion: Server authenticated, host key algorithm: szh-dzs, MD5 fingerprink:

0OF:fF:71:37:bd: d5: 5z 81: b7 37:06:41:73:06: 35: 29, Bubble-B abble:
rudec-zomod-pesiz-gohac-devet-regim-hymed-fufih-podic-rutet-bpsos,
@ 17:10:17.535  5S5H Seszion: Connection encryption: aes2b6-cbe, MALC: hrmac-zhal, compreszion:

zlib.
@ 17:10:17.836  55H Seszion: Authentication complete.
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Internet Explorer Configurations (LAN)

To configure your Internet Explorer browser to connect securely to our Total Net
Shield servers, please open your Internet Explorer browser and click on Tools >
Internet Options.
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Internet Options...

IEnabIes you to change settings.

Click on the ‘Connection’ tab up at the top and click on ‘LAN Settings' at the lower
right.



Internet Options

h: To set up an Internet connection, dick
i Setup.

Diglup and Vitual Private Network settings

Choose Settings if vou need to configure a proxy
server for a connection.

Local Area Metworl (LAN) settings

LAM Settings do not apply to dial-up connections. LAN Settings. ..

Choose Settings above for dial-up settings.

QK ] [ Cancel

In this next window, make sure the top section in ‘ Automatic Configuration’ isNOT
checked. And check the box ‘Use a proxy server for your LAN’. Enter the word,



localhost, with no spaces and all lowercase and the Port as 80. Click OK and your
browser is now secured.

Local Area Network (LAN) Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration,

[] automatically detect settings
|:| Use automatic configuration script

f'ﬁ‘_rn:nw..' gerver _‘\1

Use a proxy server for your LAM (These settings will not apply to
dial-up or VPN connections).

Address: | localhost Port: | &0 Advanced...

[ ]Bypass proxy server for local addreszes

[ oK ][ Cancel ]

After you close out of your Internet Options window, you can now check your
configuration settings at any website that can trace your |P address.
www.ipchicken.com If you see the | P address as 168.143.xxx.xxXx, the ending numbers
will change, then this means you are secure.
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Internet Explorer Confiqurations (Dial Up/DSL)

To configure your Internet Explorer browser to connect securely to our Total Net
Shield servers, please open your Internet Explorer browser and click on Tools >
Internet Options.
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File Edit View Favorites JRELGEE Help ;

X
4:

Mail and Mews » »

y . . | . = i

0 Back ? Iﬂ Iil] Pop-up Blocker b £ =1 &2 RoboForm ;{:

Address |@ about:blank Manage Add-ons... -
Synchronize. .. »

Links () Anonymizer Bookmarks lzer Off @ Anonymizer On @ Current IP Chedk

Windows Update
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n Java Console

Internet Options...

Enables you to change settings.

Click on the * Connection’ tab up at the top and select your Default dial up connection
and click ‘ Settings'.



Internet Options

General | Securty | Privacy | Content | Connections |F'rog|ams Advanced

i Tosetup an Internet connection, didk
I Setup.

Diglup and Virtual Private Networlk settings
@ Dial4up Connection (Default) Ad

Choose Settings if you need to configure a prox Settings...
server for a connection.

I £

() Never dial a connection
() Dial whenever a network connection is not present
{(#) Always dial my default connection

Current Dial-up Connection

Local Area Metwor (LAN) settings

LAM Settings do not apply to dial-up connections. LAN Settings. ..

Choose Settings above for dial-up settings.

QK ] [ Cancel

In this next window, make sure the top section in ‘ Automatic Configuration’ isNOT
checked. And check ‘Use a proxy server for this connection’. Enter the word, localhost,



with no spaces and all lowercase and the Port as 80. Click OK and your browser is now
secured.

Dial-up Connection Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration,

[] automatically detect settings
|:| Use automatic configuration script

r“F‘_rn:nw..' server _"\

Use a proxy server for this connection (These settings will not
apply to other connections).

Address: | localhost Port: | &0 Advanced...

[ ]Bypass proxy server for local addreszes

\. v

Dial-up settings

User name: |janedneusername | [ Properties ]
Password: | FEFFRERRREES |
Domain: | |

Ok, | [ Cancel ]

After you close out of your Internet Options window, you can now check your
configuration settings at any website that can trace your |P address.
www.ipchicken.com If you see the | P address as 168.143.xxx.xxX, the ending numbers
will change, then this means you are secure.
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Firefox configurations

To configure your Firefox browser to connect securely to our Total Net Shield servers,
please open your Firefox browser and click on Tools > Options.

) Mozilla Firefox M=
File Edit View Go Bookmarks | Tools Help J
D@L -@ - | WebSearch Ctrl 4+ v||@' |

C) | [ (untitied) Read Mail {0 new) ! ¢

Mew Message, .., Ctrl+M

Downloads Cirl+]

Extensions

Themes

Minimize to Tray

Page Info

Options...

Done

In the Options window click on the General Button to the left and then click on
‘Connection Settings’ to the bottom right.



X
Generat

General B - Home Page

Location(s): | about:blank |

[ Use Current Pages ] [ Use Bookmark. .. ] | Use Blank Page |

Fonts & Colors

Select default Fonts and Colars for web pages. Fonts & Colors...

res Languages

Web Fea

E

Select default Languages and Character Encoding for web pages. Languages. ..

&

Downloads Default Browser

%
Wl

! Fl Fireﬁ:x should check to see if it is the default browser when Chedk Now
Advanced starting. =
fr Connection
Set up Proxies for accessing the internet, [ Connection Settings... ]
.,

[ OK l [ Cancel ]

Within the * Connection Settings' window please select the option ‘Manual proxy
configuration” and put ‘localhost’ (all lowercase, no space) in the HTTP Proxy option
and the Port 80, do the same for SSL Proxy. Then click OK out of the Options window
to complete the set up.



Connection Settings

%)

Configure Proxies to Access the Internet

(") Direct connection to the Internet
() Auto-detect proxy settings for this network

(#) Manual proxy configuration
[] use the same proxy for all protocols

HTTP Proxy: |localhost | Port:
SSLProxy: |localhost | Port: 30 |
FTP Proxy: | | Port: (D
Gopher Proxy: | | Port: D
SOCKS Host: | | Port: [0 |
() SOCKS w4 (%) SOCKS w5
Mo Proxy for: | |

Example: .mozila.org, .net.nz, 192,163, 1.0/24
{:} Automatic proxy configuration LIRL:

| Ok | [ Cancel ]

Y ou can now check your configuration settings at any website that can trace your 1P
address. www.ipchicken.com If you see the IP address as 168.143.xxx.xxX, the ending
numbers will change, then this means you are secure.
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File
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Edit

View

&

of

Go  Bookmarks Toolz Help

fn.r @ < . @ P - ‘ﬁ |D http: /fuvww.ipchicken, com/ v||@v

D | D 1P Chicken - Find Your IP Address! |

> ¥

i[FACH KB —

@ | CURRENT IP | SECURITY PORT SCAN | HELP

nt IP Address
168.143.113.112

AU IO Tavorites

Free Remote Access Eind Any Address & Phone
Remote Desktop Control 100% Free, Find Any Unlisted Number & Address
Easy & Secure! Search by Maiden/Spouse Name, S5N.

Ads by Goocooogle
Advanced

Q Name Address: bonnie.anonymizer.com =

) Remote Port: 39771

* Browser: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.7.7)
" Gecko/20050414 Firefox/1.0.3
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Netscape browser configurations

To manually configure your Netscape browser to go through the Anonymizer Total Net
Shield servers, please open your Netscape browser window and click on Tools > Options.

File Edit View Go Bookmarks

r Metscape ... ools | He
:) ﬁ Web Search Cirl -+
w Read Mail (0 new)
- Top 64° © o Webmail € 7 7 Mew Message... Ctrl+M
sEFat e ata==tl == e I
. Downloads Ctrl+1
D™ P eversons
Themes
JavaScript Console
DOM Inspector  Cirl+Shift+1
—-—n = L"U —N\
Qpﬁnns...
Done i

Within the Options window click on General, then Connection Settings to the bottom right.



Options

@
@
Privacy

Y

Tab Browsing

®

Site Contrals

&
Downloads
w4

Form Fill

Advanced

3

Home Page

Location{s): |.a|:u:-ut:|:ul.ank

[ |Ise Current Page l [ Iz Bookmark. .. l [ |Jse Blank Page

Fonts & Colors

Select default Fonts and Colors for web pages. Fonts & Colors..,.

Languages

Select default Languages and Character Encoding for web pages.

Default Browser

H Netsgpe should chedk to see if it is the default browser when Check Now
starting.

Connection

Set up Proxies for accessing the internet. | Connection Settings. ..

Cancel

In the Connection Settings window select the option *Manual proxy configuration’ and
type in the word ‘localhost’ (all lowercase, no space) inthe HTTP field and the Port 80’
do the same for SSL Proxy. Then click OK to finish the configurations.



Connection Settings

Configure Proxies to Access the Internet

(C) Direct connection to the Internet
() Auto-detect proxy settings for this netwark

(®) Manual proxy configuration

[] Use the same proxy for all protocols

(O 50CKSw4  (8) S0CKS w5

HTTP Proxy: |||:||:a||‘||:|5t Port: Ialji
SSL Proxy: localhost Port: [s0
Ll oA | POt i'—'—

Gopher Proxy: | Port: IDi

SOCKS Host: | Port: 0

No Proxy for: |localhost, 127.0.0.1

D Automatic proxy configuration LIRL;

Example: .mozilla.org, .net.nz, 192.168.1.0/24

Y ou are now set up to browse the internet anonymously; you can check your configuration
settings at any website that can trace your |P address. Go to www.ipchicken.com if you see
the | P address as 168.143.xxx.xxXx, the ending numbers will change, then this means you

are secure.
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Mozilla Browser confiqurations

To manually configure your Mozilla browser to go through the Anonymizer Total Net
Shield servers, please open your Mozilla browser window and click on Edit >
Preferences.

o=1ES

TgEiIE Edit View Go Bookmarks Tools Window Help
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i Back po e |é‘ = Print

“hHe Zine 4 mozdev.org
Select All Cirl+A
Find in This Page... Ctrl+F
Find Again Cirl+3
Find Previous Ctrl+5hift+G
Find Links As You Type '

Find Text As You Type [

& & Done [ | ==

Within the Preferences window click on the little plus sign next to * Advanced’ then go to
‘Proxies'. In the Proxies window select the option ‘Manual proxy configuration’” and type
intheword ‘localhost’ (all lowercase, no space) inthe HTTP field and the Port *80’, do the
same for SSL Proxy. Then click OK to finish the configurations.



Preferences

Categor c
gary Proxies
Appearance
ElNavigator Configure Proxies to Access the Internet
History
() Direct connection to the Internet
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Helper Applications {#) Manual proxy configuration
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Internet Search [ IUse these settings for 551, FTP and Gopher ]
Tabbed Browsing
Downloads S5L Proxy: |localhost | Port:
[ [ "
Composer m o e —
Privacy & Security Gopher Proxy: | | Port: D
=l Advanced SOCKS Host: | | Port: IEI
Sl () SOCKS v4  (3) SOCKS v5
Keyboard Mavigation
No Proxy for: [localhost, 127.0.0.1 |
Cache Exampl E .
g wample: .mozilla.arg, .net.nz
i-Proxies _ _ L
HTTP Networking {:} Automatic proxy configuration URL:
Software Installation |
Mouse Wheel
System
| oK | [ Cancel ] [ Help ]

Y ou are now set up to browse the internet anonymously; you can check your configuration
settings at any website that can trace your I1P address. Go to www.ipchicken.com If you see
the | P address as 168.143.xxx.xxx, the ending numbers will change, then this means you
are secure.




TE IP Chicken - Find Your IP Address! - Mozilla

EE"E Edit View Go Bookmarks Tools Window Help

T ﬁ . m@; - \3 %g |\,& http: /fipchicken. com/ v|

Back Reload

“hHome W!Ennkmarks lmnzilla.urg lmnzillazine lmnzdev.urg

TP CHCREN.........

® | CURRENTIP | SECURITY PORT SCAN | HELP

rrent IP Address
168.143.113.112

AUUd o ravones
Free Remote Access Find Any Address & Phone
Remote Desktop Control 100% Free, Find Any Unlisted Number & Address
Easy & Secure! Search by Maiden/Spouse Name, SSN.

Ads by Goooooogle

Advanced

.‘ Mame Address: bonnie.anonymizer.com

) Remote Port: 59156

I‘ Browser: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.7.7)
Gecko/20050414

[

|

e l




Opera browser configurations

To manually configure your Opera browser to go through the Anonymizer Total Net Shield
servers, please open your Opera browser window and click on Tools > Preferences.

"4 Blank page - Opera

File Edit View Bookmarks BEEEN Help

?E_ H C* Mail and chat accounts...
— Delete private data
Open  Save  Print  Finc "'
Motes Cirl+Alt+E
]‘j Mew page W Transfers Cirl+Alt+T =
- History Ctrl+alt+H i
o > e O Lirks Cirl+alt+ =N +| 6O
r = =
Advanced 3
Quick preferences F12 »
Preferences... Cirl+F12

Within the Preferences window, click on ‘Network’ at the bottom, then to the top right
click on ‘Proxy servers button.



Preferences

Advertising Configure proxy servers if you don't have a direct connection to the internet
Browsing
Search Proxy servers *—

Motifications

Server name completion

Content
Fonts

% Encode international Web addresses with UTF-8
Downloads

Programs »* Enable referrer logging

=l

Histary |w Enable automatic redirection
Cookies

Security
Metwork

Max connections to a server |8

Max total connections
Toolbars
Shortouts

) Browser identification Identify as MSIE 6.0
Voice

In the Proxy server window, type in the word ‘localhost’ (all lowercase, no space) in the
HTTPfield and the Port ‘80'. Do the same for HTTPS. Then click OK to finish the
configurations.



Proxy servers

localhost

localhost

FTP
Gopher

WALS

Enable HTTF 1.1 for proxy

IUse proxy for local servers

Do not use proxy on the addresses below

|se automatic proxy configuration

Y ou are now set up to browse the internet anonymously; you can check your configuration
settings at any website that can trace your 1P address. Go to www.ipchicken.com if you see
the IP address as 168.143.xxx.xxX, the ending numbers will change, then this means you
are secure.




" IP Chicken - Find Your IP Address! - Opera

File Edit View Bookmarks Tools Help

O H a { @&

Open  Save  Print Find  Home

LT & v cenFrd o x | G-

i S S 1 T@; #" | |1 http:/fipchicken.com/ &d r:J‘_ - 6@

g a@ @mﬁ@)}g@m Served fresh daily

m | CURRENTIP | SECURITY PORT SCAN | HELP

nt IP Address
168.143.113.116

Add to Favorites

Reverse Address Lookup Free Remote Access
Get Name & Unlisted Number For Any Remote Desktop Control 100% Free,
Address. Instant Results. Accurate. Easy B Secure!

Ads by Goooooogle

Advanced

‘ Mame Address: dirge.anonymizer.com

) Remote Port: 34488

Browser: Mozilla/4.0 {compatible; MSIE 6.0; Windows NT 5.1; en) Opera
8.0




Maxthon Configurations (LAN)

To configure your Maxthon browser to connect securely to our Total Net Shield
servers, please open your Maxthon browser and click on Tools > Internet Options.

(M) about:blank - Maxthon Browser : E'E'

. File Edit View Favorites Groups | | Toolz  Window Help X [ X |

: - P AD Hunter »

d ¥ l‘} l‘} l-E T Proxy » E n il @'
Download Contral b 3

Address @] about:blank Search O
: v Use Address Bar Search '
- B poboForm ~ g Llogins + 57 Fill v

Jse URL Alias

| Blank | IUse URL Key
Browse Modes k
Default Browser r
Status Bar r

Internet Options... )

10108

12 @ 0S

[¢!
[#
3
0

Click on the ‘ Connection’ tab up at the top and click on ‘LAN Settings' at the lower
right.



Internet Options

h: To set up an Internet connection, dick
i Setup.

Diglup and Vitual Private Network settings

Choose Settings if vou need to configure a proxy
server for a connection.

Local Area Metworl (LAN) settings

LAM Settings do not apply to dial-up connections. LAN Settings. ..

Choose Settings above for dial-up settings.

QK ] [ Cancel

In this next window, make sure the top section in ‘ Automatic Configuration’ isNOT
checked. And check the box ‘Use a proxy server for your LAN’. Enter the word,



localhost, with no spaces and all lowercase and the Port as 80. Click OK and your
browser is now secured.

Local Area Network (LAN) Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration,

[] automatically detect settings
|:| Use automatic configuration script

f'ﬁ‘_rn:nw..' gerver _‘\1

Use a proxy server for your LAM (These settings will not apply to
dial-up or VPN connections).

Address: | localhost Port: | &0 Advanced...

[ ]Bypass proxy server for local addreszes

[ oK ][ Cancel ]

After you close out of your Internet Options window, you can now check your
configuration settings at any website that can trace your |P address.
www.ipchicken.com If you see the | P address as 168.143.xxx.xxXx, the ending numbers
will change, then this means you are secure.




@ IP Chicken - Find Your IP Address! - Maxthon Browser

File Edit View Favorites Groups Options Tools Window Help Ej - -
A |
-0 © 3 - -B-G v =29 M=
;Addl'ess ‘ﬂ http:/fipchicken. com)| w ESEEII'IZh ,:.:‘] >
. B poboForm ~ g logins »+ 7 Fil Forms  ~
| IP Chicken - Find ... |
A
nd a@ @ma@m@m Served fresh daily.
8 @ | CURRENT IP | SECURITY PORT SCAN | HELP
IP Address
168.143.113.112
Add to Favorites
Reverse Address Lookup Free Remote Access
Get Mame B Unlisted Number For Any Remote Desktop Control 100% Free,
Address. Instant Results. Accurate. Easy B Sacure!
Ads by Goooooogla
Advanced
‘ Mame Address: bonnie.anonymizer.com _
«) Remote Port: 37670
‘ Browser: Mozilla/4.0 (compatible; MSIE £.0; Windows NT 5.1)
o
[2) IR T 10.10.1064 |




Maxthon Configurations (Dial Up/DSL)

To configure your Maxthon browser to connect securely to our Total Net Shield servers,
please open your Maxthon browser and click on Tools > Internet Options.

(™ about:blank - Maxthon Browser : E'E'
. File Edit View Favorites Groups | | Tocls Window Help X [ X |
: A . AD Hunter r

d T G O |.-E T Proxy [ E n i @'

Download Contral b 3

Address @] about:blank Search O
: v Use Address Bar Search '
- B poboForm ~ g Llogins + 57 Fill v

Jse URL Alias

| Blank | IUse URL Key
Browse Modes k
Default Browser r
Status Bar r

Internet Options... )

10108

12 @ 0S

[¢!
[#
3
0

Click on the ‘ Connection’ tab up at the top and select your Default dial up connection and
click ‘ Settings'.



Internet Options

General | Securty | Privacy | Content | Connections |F'rog|ams Advanced

i Tosetup an Internet connection, didk
I Setup.

Diglup and Virtual Private Networlk settings
@ Dial4up Connection (Default) Ad

Choose Settings if you need to configure a prox Settings...
server for a connection.

I £

() Never dial a connection
() Dial whenever a network connection is not present
{(#) Always dial my default connection

Current Dial-up Connection

Local Area Metwor (LAN) settings

LAM Settings do not apply to dial-up connections. LAN Settings. ..

Choose Settings above for dial-up settings.

QK ] [ Cancel

In this next window, make sure the top section in ‘ Automatic Configuration’ isNOT
checked. And check ‘Use a proxy server for this connection’. Enter the word, localhost,



with no spaces and all lowercase and the Port as 80. Click OK and your browser is now
secured.

Dial-up Connection Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration,

[] automatically detect settings

|:| Use automatic configuration script

r“F‘_rn:nw..' server _"\

Use a proxy server for this connection (These settings will not
apply to other connections).

Address: | localhost Port: |80 Advanced...
[ ]Bypass proxy server for local addreszes

Dial-up settings

User name: |janedneusername | [ Properties ]
Password: | FEFFRERRREES |
Domain: | |

Ok, | [ Cancel ]

After you close out of your Internet Options window, you can now check your
configuration settings at any website that can trace your |P address. www.ipchicken.com If

you see the | P address as 168.143.xxx.xxXx, the ending numbers will change, then this
means you are secure.




@ IP Chicken - Find Your IP Address! - Maxthon Browser

File Edit View Favorites Groups Options Tools Window Help Ej - -
A |
-0 © 3 - -B-G v =29 M=
;Addl'ess ‘ﬂ http:/fipchicken. com)| w ESEEII'IZh ,:.:‘] >
. B poboForm ~ g logins »+ 7 Fil Forms  ~
| IP Chicken - Find ... |
A
nd a@ @ma@m@m Served fresh daily.
8 @ | CURRENT IP | SECURITY PORT SCAN | HELP
IP Address
168.143.113.112
Add to Favorites
Reverse Address Lookup Free Remote Access
Get Mame B Unlisted Number For Any Remote Desktop Control 100% Free,
Address. Instant Results. Accurate. Easy B Sacure!
Ads by Goooooogla
Advanced
‘ Mame Address: bonnie.anonymizer.com _
«) Remote Port: 37670
‘ Browser: Mozilla/4.0 (compatible; MSIE £.0; Windows NT 5.1)
o
[2) IR T 10.10.1064 |




Avant Configurations (LAN)

To configure your Avant browser to connect securely to our Total Net Shield servers,
please open your Avant browser and click on Tools > Internet Options.

=1ES

[A] about:blank - Avant Browser :

File Edit View Mavigation Groups Favarites Feeds\.l'u'indows Help

_J_JL_jL_:IL_:IdE Ba Translate b

¥ - By - _;\ )j (1 Mail b '100% . »
Clear Records [
Address: | |&] about:blank ) »
'c._-, Proxy [
Sking 3
Interface Language 3
Enable AD Blocker

v Blodk Unwanted Pop-up Pages

Play Sound When Pop-up Page is Blocked
v  Open Mew Pages in the Foreground

Disable Pictures

Disable Flash Animations

Disable Sounds

Disable Videos

Disable ActiveX

Disable Scripts

Disable Java Applets

Avant Brows

Internet Options...

EOES

| & about:blank

| Done 0| |4 Internet

Click on the * Connection’ tab up at the top and click on ‘LAN Settings' at the lower
right.



Internet Options

h: To set up an Internet connection, dick
i Setup.

Diglup and Vitual Private Network settings

Choose Settings if vou need to configure a proxy
server for a connection.

Local Area Metworl (LAN) settings

LAM Settings do not apply to dial-up connections. LAN Settings. ..

Choose Settings above for dial-up settings.

QK ] [ Cancel

In this next window, make sure the top section in ‘ Automatic Configuration’ isNOT
checked. And check the box ‘Use a proxy server for your LAN’. Enter the word,



localhost, with no spaces and all lowercase and the Port as 80. Click OK and your
browser is now secured.

Local Area Network (LAN) Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration,

[] automatically detect settings
|:| Use automatic configuration script

f'ﬁ‘_rn:nw..' gerver _‘\1

Use a proxy server for your LAM (These settings will not apply to
dial-up or VPN connections).

Address: | localhost Port: | &0 Advanced...

[ ]Bypass proxy server for local addreszes

[ oK ][ Cancel ]

After you close out of your Internet Options window, you can now check your
configuration settings at any website that can trace your |P address.
www.ipchicken.com If you see the | P address as 168.143.xxx.xxXx, the ending numbers
will change, then this means you are secure.




[P IP Chicken - Find Your IP Address! - Avant Browser

File Edit View Mavigaton Groups Favorites Feeds Toals Windows Help
H8EE8un=EAMER

X-B-0 P2e Bes- O -2 4 w%-
Address: @m < aGD > Search:

K
=

P CREKED. ...

5 | CURRENT IP | SECURITY PORT SCAN | HELP

P Address
168.143.113.112
Add to Favorites

Reverse Address Lookup Free Remote Access
Get Mame & Unlisted Number For Any Remote Desktop Control 100% Free,
Address. Instant Results. Accurate. Easy & Secure!

Ads by Goooooogle

Advanced

‘ Name Address: bonnie.anonymizer.com
) Remote Port: 37670
‘ Browser: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

| ‘& 1P Chicken - Find You...

| £
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Avant Configurations (Dial Up/DSL)

To configure your Avant browser to connect securely to our Total Net Shield servers,
please open your Avant browser and click on Tools > Internet Options.

A about:blank - Avant Browser

File Edit View Mavigation Groups Favorites Feeds Windows Help

_J_JLJLJL_:IL.:]a Ba Translate »

Xv[.'ﬁv -;* / Mail ’ll:ll:l%v ¥
Clear Records [
Address: &) about:blank w »
&€ Proxy !
Skins »
Interface Language »
Enable AD Blodker

v  Block Unwanted Pop-up Pages
v  Play Sound When Pop-up Page is Blocked
v  Open New Pages in the Foreground
Dizable Pictures
Disable Flash Animations
Disable Sounds
Dizable Videos
Dizable ActiveX
Disable Scripts
Disable Java Applets

| &1 about:blank

T@ 0@ et

| Done

Click on the * Connection’ tab up at the top and select your Default dial up connection
and click ‘ Settings'.



Internet Options

General | Securty | Privacy | Content | Connections |F‘n:ug|ams Advanced

i Tosetup an Internet connection, didk
I Setup.

Diglup and Virtual Private Networlk settings
@ Dial4up Connection (Default) Ad

Choose Settings if you need to configure a prox Seftings...
server for a connection.

I £

() Never dial a connection
() Dial whenever a network connection is not present
{(#) Always dial my default connection

Current Dial-up Connection

Local Area Metwor (LAN) settings

LAM Settings do not apply to dial-up connections. LAN Settings. ..

Choose Settings above for dial-up settings.

[ OK ][ Cancel ]

In this next window, make sure the top section in ‘ Automatic Configuration’ isNOT
checked. And check ‘Use a proxy server for this connection’. Enter the word, localhost,
with no spaces and all lowercase and the Port as 80. Click OK and your browser is now
secured.



Dial-up Connection Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[] automatically detect settings
|:| Use automatic configuration script

rﬂ:'_ru:ux*..' seryer _‘\

Use a proxy server for this connection (These settings will not
apply to other connections).

Address: | localhost Port; | &0 Advanced...

[ |Bypass proxy server for local addresses

Dial-up settings

User name: |janedﬂeusername | [ Properties ]
Passwnrd: | SEFERRERBBEED |
Dormizin: | |

Ok | [ Cancel ]

After you close out of your Internet Options window, you can now check your
configuration settings at any website that can trace your |P address. www.ipchicken.com If

you see the | P address as 168.143.xxx.xxX, the ending numberswill change, then this
means you are secure.
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Outlook Express manual email configurations.

Within your Outlook Express click on Tool>Accounts.

¥9 Outlook Express - Main Identity

File Edit View [ELEEE Message Help -."

i
; Send and Receive r
Creljate Mail Synchronize Al
3 Synchronize Faolder
- B aunk B2, Unjun
Ig;] Address Book. .. Ctrl+shift+8

Folders Go tnn',lsn"_“- A

I“_;il Outlook Express
3 Local Folded§

r Main Identity
Find a Message... Identities -

E-mail Tip of the day X
There are no unread Mail messages in your You can view a
Inbox map of any
) address entered
Set up a Mail account... in the Addresc
Book.
MNewsgroups

Click Addresses
on the toolbar
and select either
the Home tab or
the Business
Contacts tab. Click View
Map, and a map .

[ g ) e [ papp—— -

Set up a Newsgroups account...

m Mnan tha Addrace Rimmls

Configures your accounts.

Then click on the Mail tab and then Add>Mail...



Internet Accounts

Al Mail |New5 | Directory Service |

hocourt e e Ml

Mews...

Directory Service...

In the next window enter in your Anonymizer Username and click ‘Next’ to continue.

Internet Connection Wizard

Your Name

When you send e-mail, your name will appear in the From field of the outgoing message.
Type your name as you would like it to appear.

Display name: John Doe

For example: John Smith

Back [ Meag = l[ Cancel ]

This next window you want to enter in your Anonymizer email address and click ‘Next’ to
continue.



Internet Connection Wizard

Intemet E-mail Address

our e-mail address is the address other people use to send e-mail messages to you.

E-mail address: usemame @mail anomymizer.com

For example: someone@microsoft com

[ < Back ” Mext = ][ Cancel ]

The next window will request information for incoming and outgoing email service. Please
put in the word ‘localhost’ (all lowercase, no space) in both the Incoming and Outgoing
mail server. Click ‘Next’ to continue to the next step.



Internet Connection Wizard

E-mail Server Names

My incoming mail serverisa | POP3 | server.

Incoming mail (POP3, IMAP or HTTF) server:

localhost

An SMTF server is the server that is used for your outgoing e-mail.
Outgoing mail (SMTP) server:

localhost

[ < Back ]| Mext = |[ Cancel ]

On the next page you are required to enter your Anonymizer username and password.
Please do so and click next to continue to the next step.



Internet Connection Wizard

Intemet Mail Logon

Type the account name and password your Intemet service provider has given you.

Account name: |.P|norr:.rrnizer |lsemame |

Remember password

Password:

if your Intemet service provider requires you to use Secure Password Authentication
(SPA)to access your mail account, select the "Log On Using Secure Password

Authentication (SPA) check baoox.
[ ] Log on using Secure Password Authertication (SPA)

[ < Back ]| Mext = |[ Cancel ]

The next window will show you that you have completed the set up and you are now
finished. Please click on the ‘Finish’ button to compl ete the process of your email

account set up.



Internet Connection Wizard

Congratulations

ou have successfully entered all of the information required to set up your account.

To save these settings. click Finish.

et
[ < Back (J Finish | D Cancel ]
e

On the Internet Account, Mail window, select your Anonymizer Email Account and
click ‘ Properties.

Internet Accounts

Al Mail |News Directory Service Add [ 2

Accourt Type Connection Femove

@Incalhust mail (default) Ay Available ~ i
'l‘ Properties ’




Click on Severs at the top, make sure ‘L og on using Secure Password Authentication is
NOT checked’. Check ‘My server requires authentication’, then click on Settings.

*= localhost Properties

General | Servers |Cnnneu:1iun Security | Advanced

Server Information
My incoming mail serverisa  |POP3 SEMVET.
Incoming mail (POP3): |I|:u:alh|:|st |

Outgaing mail (SMTP): |I|:u:a|h|:|st |

Incoming Mail Server

Account name: |;’-‘-n-:|rr'_.frnizer |Isemame |
Passwaord: |-|||-|||-|| |
Remember password

[ ] Log on using Secure Password Authertication

Outgoing Mail Server

My server requires authentication

gl

| ok || cance || ety |

In the Outgoing Mail Server window, select ‘Log on using’ and enter your Anonymizer
username and password then click OK. Y ou are now secured to send and receive
Anonymizer email.

Outgoing Mail Server

Logon Information

{:!' Ilse same settings as my incoming mail server
{(*) Log on using

Account name: |;’-"-n|:|rr§,rrnizer |lsemame |

PESSWDrd: |'-"'."'-' |
Remember password
[ ] Log on using Secure Password Authertication

| ok || Ccancel




Outlook Email Configuration

To set up your Anonymizer email account manually please open your Outlook email
program, go to ‘ Tool > Email Account’.

I8 Inbox - Microsoft Outlook

Actions Help Type a question for help =

Send/Receive P || = send/Receive - | [GE Type a contact to find T g E

Find k . E % ﬁ !
Address Book...  Ctrl+Shift+B
Rules and Alerts...
etontop o
Mailbox Cleanup... L
this view.
(=3 Sent Items Empty "Deleted Items™ Faolder
All Mail Folders Forms »
= 25 Personal Folders Macro J
{a] Deleted Items -
@ Drafts E-mail Accounts... e
[ 3 Inbox Customize. ..
L @ Junk E-mail
Options...
[ Outbox e
(=3 Sent Ttems F

Onthe ‘Server Type page, select the option POP3 and click ‘Next’ to continue.



E-mail Accounts

This wizard will allow you to change the e-mail
accounts and directories that Outlook uses.

E-mail

el (%) Add @ new e-mail account

() View or change existing e-mail accounts

Directory

(") Add & new directory or address book
) View or change existing directories or address books

| |

< Back L Mext = J [ Close

Server Type, select POP3, click Next.



E-mail Accounts

Server Type
You can choose the type of server your new e-mail account will work: with.,

) Microsoft Exchange Server

Connect to an Exchange server to read e-mail, access public folders, and share
documents,

—i .‘&} POP3
Connect to a POP3 e-mail server to download your e-mail.
) IMAP

Connect to an IMAP e-mail server to download e-mail and synchronize mailbox
folders.

I HTTP

Connect to an HTTP e-mail server such as Hotmail to download e-mail and
synchronize mailbox folders.

() additional Server Types
Connect to another workgroup or 3rd-party mail server.,

x]

[ < Back H Mext = l [ Cancel

]

On the Email Accounts Page, enter your Name, Email address, Username and Password
and for the Incoming server enter the word, localhost, all lowercase with no spaces and the
same for Outgoing server. Then click on More Settings to the lower right.




%)

E-mail Accounts

Internet E-mail Settings (POP3)
Each of these settings are required to get your e-mail account warking.

User Information Server Information

Your Name: |Jane Doe | Incoming mail server (POP3): |Icuc.a|hcust |

E-mail Address: |username@‘nail.annnymize| Outgoing mail server (SMTF): |||:|ca|h|:|st |

Logon Information Test Settings

User Mame: |.-5.nn:-nymizer Username | After filling out the information on this screen, we
recommend you test your account by dicking the

Password: |============= | button below. (Reguires network connection)

Remember passward
[ Test Account Settings ... ]

[ ]Log on using Secure Password L

Authentication (SPA) [ More Settings l

[ < Back ][ Mext = ][ Cancel ]

Whilein the ‘More Settings' window please click on ‘Outgoing Server’ tab at the top. In
here check the box so ‘My outgoing server (SMTP) requires authentication’ is selected.
Then select ‘Log on Using’ and enter your Anonymizer Username and password. Click OK
to continue.



Internet E-mail Settings

zeneral | Dutgoing SEF‘hfEF*E!'I'I'I'I'E'L'I:I'EI1'I_.E!tIvaru:necl

My outgoing server (SMTP) requires authentication \
{:} LIse same settings as my incoming mail server
() Log on using
User Mame: Anonymizer Username
Password: R ———
k Remember password _j

[ ]Log on using Secure Password Authentication (SPA)

") Log on to incoming mail server before sending mail

[ oK H Cancel ]

When you are back on the Settings page click OK to proceed to the next step. This last
window shows that you have successfully set up your Anonymizer Email account. Click
Finish to complete the set up. Please send yourself atest email from another personal

account to your Anonymizer email account, and vise versa, to make sure everything is set
up correctly.



E-mail Accounts

Congratulations!

You have successfully entered all the information required to
setup your account.

To dose the wizard, dick Finish.

< Back




Configuring Thunderbird for your Anonymizer Email Account.

Open Thunderbird and click on Tools>Account Settings.

& Local Folders - Mozilla Thunderbird
Fi

le Edit View Go Message < Tools Help
§ = Address Book Ctrl+2 =
— st Extensions o I
) o
Get Mail Write  Address Book Themes .
Foders Viessage Elters. { Mail - Local Folders
+ & Yahoo
£ Gmail Junk Mail Controls...
*} | ocal Folders
Import... count
JavaScript Console
Advanced Features
Q Search messages
I_\:J Manage message filters
v
J?_ Unread: 0 | Total: 0

Once in the Account Settings, click on ‘*Add Account’ at the bottom left.



Account Settings E|

=/¥ahoo Account Settings
Server Settings

Copies & Folders The following is a spedal account. There are no identities assodated with it
Composition & Addressing Account Name: |L|:||:a| Folders |
Disk Space
Return Receipts Message Storage
Security Empty Trash on Exit
=/ Gmai Local directory:

Server Settings | |

Copies & Folders

Composition & Addressing
Disk Space

Return Receipts

Security

Local Folders
Qutgoing Server (SMTF)

Eﬂ"'—_ "
< Add Account... )
——

oK l [ Cancel

Select ‘Email Account’ and click Next.



Account Wizard

New Account Setup

In order to receive messages, you first need to set up a Mail or
Mewsgroup account.

This Wizard will collect the information necessary to set up a Mail or
Mewsgroup account. If you do not know the information requested,
please contact your System Administrator or Internet Service
Provider.

Select the type of account you would like to set up:

) RSS News & Blogs

O Mewsgroup account

[ Mext = l [ Cancel ]

Next screen for Identity, enter your Name and your Anonymizer Email address, thisis
yourusername@mail.anonymizer.com. Click Next to continue.



%)

Account Wizard

Identity

Each account has an identity, which is the information that identifies
you to others when they receive your messages.

Enter the name you would like to appear in the "From” field of your
outgoing messages (for example, “John Smith™).

Your Mame: |Jar1e Doe |

Enter your email address, This is the address others will use to send
email to you (for example, "user@example.net™).

Email Address: |username @mail.anonymizer.com |

[ < Back ] | Mext = | [ Cancel ]

On the Server Information window select the POP server and enter, localhost, for the Incoming Server address.
Click Next to continue.



Account Wizard

%)

Server Information

Select the type of incoming server you are using.

—fe (3) POP () IMAP

Enter the name of your incoming server (for example,
"mail. example.net”).

Incoming Server: |Im3|hust

Uncheck this checkbox to store mail for this accountin its own
directory. That will make this account appear as a topJevel account.
Otherwise, it will be part of the Local Folders Global Inbox account.

IUse Global Inbox (store mail in Local Folders)

Your existing outgoing server (SMTP), “smtp.mail. yahoo,com™, will
be used. You can modify outgoing server settings by choosing
Account Settings from the Tools menu.

[ < Back ] | Mext = | [ Cancel ]

Enter your Anonymizer Username that you created in the ‘Incoming Username’ field and enter the same username
for the Outgoing as well.



Account Wizard

%)

User Names

Enter the incoming user name given to you by your email provider
(for example, “jsmith™).

Incoming User Mame: |.ﬁ.nurwmizer sername |

Enter the outgoing user name given to you by your email provider
(this is typically the same as your incoming user name),

Qutgoing User Mame: |.ﬁ.nur1ymizer Username |

[ < Back ] | Mext = | [ Cancel ]

Choose an Account Name for the name of this email account, you can choose anything like, Home, Work, or
Anonymizer, etc. Click Next to continue.



%)

Account Wizard

Account Name

Enter the name by which you would like to refer to this account (for
example, "Work Account”, "Home Account”™ or Mews Account™).

Account Name: |.ﬁ.nurwmizer |

[ < Back ] | Mext = | [ Cancel ]

Next window is the completion of the Setup. Click Finish to save the settings.



%)

Account Wizard

Congratulations!

Please verify that the information below is correct,

Account Mame: Anonymizer

Email Address: username @mail. anonymizer . com
Incoming User Mame: Anonymizer Lsername

Incoming Server Name: localhost

Incoming Server Type: POP3

QOutgoing User Mame: Anonymizer Lsername

Qutgeoing Server Mame (SMTP):  smtp.mail. yahoo,com

Click Finish to save these settings and exit the Account Wizard.

[ < Back Cancel ]

Select *Outgoing Server (SMTP)’ to the left and click on ‘ Advanced’ to the right.



Account Settings

Yahoo

Gmail

= Anonymizer
Server Settings
Copies & Folders
Compaosition & Addressing
Disk Space
Return Receipts
Security

Local Folders

Outgoing Server (SMTP)

Add Account...

Outgoing Server (SMTP) Settings

Only one autgaing server (SMTP) needs to be spedified, even if vou have
several mail accounts. Enter the name of the server for outgoing

messages.

Server Mame: |smip.mail.yahoo.com | Port: Default: 25
IUse name and password
User Name: | |

Use secure connection:
() No (&) TLS, ifavailable ) TLS () SSL

oK ] [ Cancel

Choose *Add’ for anew Outgoing Server.

Advanced Outgoing Server (SMTP) Settings [E|

sending messages.

Although you can spedify mare than one outgoing server
(SMTP), this is recommended only for advanced users,
Setting up multiple SMTP servers can cause errors when

smtp.mail, yahoo.com: 25 {Default)
smtp.gmail.com: 537




For Server Name enter the word, localhost, with no spaces and all lowercase. Port should be defaulted at 25,
select the box for Username and Password, enter your Anonymizer username you created in the Username
field. Select *NO’ for secure connection. Click OK to continue.

SMTP Server X

Server Mame: |||:||:a"‘||:|st | Port: |25 | Default: 25

IIse name and password

User Mame: |.ﬁ.nnnymizer Username |

(3 LS, ifavailable ) LS () S5L

[ oK ] [ Cancel ]

Open the Anonymizer settings to the left and click on * Server Settings', then click ‘ Advanced’ to the lower right.

Account Settings [Z|
VYahoo Server Settings
Gmail

= Anonymizer Server Type:  POP Mail Server
E E---Server Settings L Server Name: |I|:u:alh|:|st | Port: |11|:| | Default: 110

Copies & Folders User Name: | Anonymizer Username |
Composition & Addressing _
Dick Space Server Settings
Return Receipts |:| Lse secure connection (S5L)
Security [] Use secure authentication
Local Folders Check for new messages at startup
Qutgoing Server (SMTF) )
Check for new messages every minutes

Automatically download new messages
[ ] Fetch headers only

[ ] Leave messages on server

]
Empty Trash on Exit —I-

[ Add Account...

Local directory:

]
[ Set as Default ] | |
]

[ Remove Account

oK l [ Cancel ]




Click on the SMTP tab at the top left. Click on the arrow to show the list of Outgoing servers you have. Select
the Anonymizer server, localhost:25. Click OK and you are now all set up to send/receive secure email
through the Anonymizer email account. Please make sure to send a test email to and from this account to

make sure everything is working properly.

Advanced Account Settings

SMTP | gl

When sending messages from this identity, always use the following
outgoing server (SMTF):

server: | localhost: 25 w

Always use default server

smtp.mail. yahoo.com: 25




Outlook Express News Reader Set Up

Open your Outlook Express, go to Tool > Accounts.

w8 Outlook Express - Main ldentity

|
¥

File Edit View [ELEEE Message Help ,1
; Send and Receive r
Creljate Mail Synchronize Al
3 Synchronize Faolder
- B aunk B2, Unjun
Ig;] Address Book. .. Ctrl+shift+8
Folders Go tnn',lsn"_“- A
I“_;il Outlook Express -

@ Local Folded r Main Identity
A Find a Message... Identities -

E-mail Tip of the day X
There are no unread Mail messages in your You can view a
Inbox map of any
) address entered
Set up a Mail account... in the Addresc
Book.
MNewsgroups

Click Addresses
on the toolbar
and select either
the Home tab or
the Business
Contacts tab. Click View
Map, and a map .

[ g ) e [ papp——

Set up a Newsgroups account...

m Mnan tha Addrace Rimmls

Configures your accounts.

Then click on the News tab up at the top and click on Add > News...



Internet Accounts

All W| Mews | Directory Service """""""" ﬁ.d a0 > |

Mail, ..
Account Type Connection —

Directory Service...

Close

In the next window enter your real or afictions name, and then click ‘Next’ to continue.

Internet Connection Wizard

Your Name

When you post a message to a newsagroup or send an e-mail message, your display
name will appear in the From figld. Type your name as you would like it to appear.

Display name: [Jobn Dog]

For example: John Smith

Bac [ Mext > l[ Cancel ]

On this next window, enter your Anonymizer email address or your personal contact
email addressin thisfield and click ‘Next’ to continue.



Internet Connection Wizard

Intemet News E-mail Address

People can reply to your news messages by sending you an e-mail message at the
address below—or they may post ancther news message.

E-mail address: Usemame@mail anormymizer.com

For example: someone@microsaoft . com

[ < Back ” Mext = ][ Cancel ]

This next window will require you to enter your News Server information, enter the
word ‘localhost’ (all lowercase, no space) and then click ‘Next’ to continue.



x]

Internet Connection Wizard

Intemet News Server Name

Type the name of the Intemet news (MMNTFP) server your Intemet service provider has
given you.

Mews (NNTP) server:
|Iucalhusi

If your Intemet service provider has informed you that you must log on to your news
{MMTF) server and has provided you with an MNTP account name and password, then
select the check box below.

[ ] My news server reguires me to log on

[ < Back ” Mext = ][ Cancel ]

This next window will confirm your completion of your News Reader set up. Click
‘Finish’ to complete the set up.



Internet Connection Wizard

Congratulations

ou have successfully entered all of the information required to set up your account.

To save these settings. click Finish.

< Back Q[ Finish l Cancel
""llu._____,.pll""




Outlook Express other News server configuration

Open your Outlook Express, click on Tools > Accounts.

=13
File Edit View [RDLEM Message Help ,"'

; Send and Receive b

W9 Outlook Express - Main Identity :

Synchronize All

Create Mail
3 Synchronize Folder
- B aunk B2 unjun
Iﬂ_;‘ Address Book. .. Ctrl+5hift+8

Folders - Go tuﬂﬁi‘l"_‘.- &

I‘_;f] Outlook Express
@ Local Foldes

r Main Identity

Find a Message... Identities «

E-mail Tip of the day X
There are no unread Mail messages in vour You can view a
Inbox map of any
_ address entered
Set up a Mail account... in the Address
Book.
Mewsgroups Click Addresses

on the toolbar
and select either
the Home tab or
the Business

Set up a Newsgroups account...

Contacts tab. Click View
Map, and a ma
Tl Finan tha Addrace Raal- _c ;E'_ e P b

Configures your accounts,

Select the News Server you want to configure and click Properties.



Internet Accounts |

Al Mail | Mews | Directory Service T 8dd b
Account Type Connection Remave
W other news news (default) Ay Availzble o
e

Impaort...

Export

Close

This next window will take you to the Properties and click on Servers tab at the top and
change your Server Name to ‘localhost’ (all lowercase, no space). If your news server
requires a username and password enter that below. Click OK and close of the Internet
Accounts window in your Outlook Express.



%’ other news Properties

General | Server |Connection || .ﬁduanced|

Server Information

Server name: |Incalhust |

This server requires me to log on

Accourt name: |Y|:|ur Mews Server semame |

Password: |------u---- |

Remember password
[] Log on using Secure Password Authentication

| oK |[ Cancel H Apply ]

Next, open your Total Net Shield software so you are looking at the main screen. Click
on Listening Manager > Settings.



"= Anonyrcer Total ne: Shield - Secure Mode

Manager HTTP Proxy Log Help

H ozt |-::yherpass_net:22

"M anonymizer.cam: 110
127.0.0.1:80 cyberpazz. net 80
127.0.01:1113 trews. anongrnizer com: 113 Pazsword
127.0.0.1:9339 cyberpazs. net: 3999

| zermame |username

HEREERRHRRARRE

[v Save encrypted password

o5 Running in . Open Web Open Email - Open Mews Logout
. L) Secure Mode Browser Client 4 Reader

1:3.4p1-1. woody. 3

@ 1339:20.165  55H Seszion: Server authenticated, host key algorithm: szh-dzs, MDD fingerprink:
0OF:fF:71:37:bd: d5: 5z 81: b7 37:06:41:73:06: 35: 29, Bubble-B abble:
rudec-zomod-pesiz-gohac-devet-regim-hymed-fufih-podic-rutet-bpsos,

@ 133920205 S5SH Session: Connection encryption: aes2b6-cbe, MALC: hrmac-zshal, compreszion:
zlib.

@ 13:33:20.475  55H Seszion: Authentication comnplete.

I3

EA

In this window select the news server information, tnews.anonymizer.com:119 and click
‘Change’ at the bottom of the window.



Anonymizer Total Net Shield Settings

Listering | $5H Login | S5H Session | S5H Host ID |

Listening Settings

Listening Interface
127.00.1:25
127.00.1:110
127.0.0.1:80

55H Port Fwding Destination
smtp.ananymizer.com: 25

mail anormymizer.com:110
cyberpass net: 20

Port Fwding Destination

smtp.ananymizer.com: 25
mail anormymizer.com:110
builtin HTTP Prosy

127.0.0.1:115
127.0.0.1:9595

tnews anonymizer.com:119

cyberpass.net: 3555

tnews anonymizer.com:119

cyberpass.net: 3555

Remaove | Remove Al |

o]

In this window change the SSH forwarding host from * tnews.anonymizer.com’ to your
news server name you want to connect to and do the same for the bottom section for
Insecure Mode. Then click OK to continue.

Cancel | |




Change Listening Entry

Incoming Connections

Liztening |nterface I‘I 27001

Ligtening Port |1 19

S5H Forwarding Host IY:::ur Mews Server here
S5H Forwarding Port IE

" |ze builtin HTTP prosy
¢ Forward connections ko

Fonwarding Host |Y|:|ur Mews Server here

Fanwarding Part I‘I 19

k. I Cancel




Agent configurations

Open your Agent News Reader then click on Options > General Preferences.

4 Agent - [Trash] Z E| fE

mFile Edit Online Post MNavigate Group Mege i =

ko = = F
All Groups 29441 s Fect o E‘

Save As Default Window Layout
r-netz.wissenschaft, astronomie. daten -
z-netz.wissenschaft, biclogie
-netz.wissenschaft, chemie
r-netz.wissenschaft.informatik
-netz.wissenschaft. mathematik
z-netz.wissenschaft. philosophie
-netz.wissenschaft, physik
r-netz,wissenschaft, technik
Trash

&

54

)

|

Enables you to change settings Online oo SCRL




To theleft click on the plus sign next to ‘ Servers and Accounts and select ‘ News Server’ and to
the right enter the word, ‘localhost’ (all lowercase, no space) into the Host Name Field and ‘ No

loginisrequired’ for Login Method. Then click OK and your Agent Reader is now set to retrieve
Anonymizer News Groups.

General Preferences @

Properties: MNews Server
=1+ Servers and Accounts Host Name: Ilncalhust
Iser |dentity
MNews Server Login Method: |N|:| login is required j

COutbound Email Server

Inbound Email Server
Online Operation |
Posting Messages
Inbound Email B
MNavigation and Menus |
Display
IURL and MIME Settings
Languages
Trash Folder
MEWSRC File

+-FH- -

[ Server creates messages out of order

QK | Cancel Help




To secure other News Servers.

1. Open your Agent News Reader then click on Options > General Preferences.

4 Agent - [Trash] Z E| fE

mFile Edit Online Post MNavigate Group Mege i =

ko = = F
All Groups 29441 s Fect o E‘

Save As Default Window Layout
r-netz.wissenschaft, astronomie. daten -
z-netz.wissenschaft, biclogie
-netz.wissenschaft, chemie
r-netz.wissenschaft.informatik
-netz.wissenschaft. mathematik
z-netz.wissenschaft. philosophie
-netz.wissenschaft, physik
r-netz,wissenschaft, technik
Trash

&

54

)

|

Enables you to change settings Online oo SCRL




To theleft click on the plus sign next to ‘ Servers and Accounts and select ‘ News Server’ and to
the right enter the word, ‘localhost’ (all lowercase, no space) into the Host Name Field. If your
News Server requires Authentication enter the information in the Login Method.

General Preferences

Properties: MNews Server
=] Servers and Accounts Host Mame: Ilcucalhc-st
|ser ldentity
Mews Server Login Method: |N|:| login is required j

Outbound Email Server

Inbound Email Server
Online Operation |
Posting Messages
Inbound Email r
Mavigation and Menus |
Display
URL and MIME Settings
Languages
Trash Folder
NEWSRC File

R e R e R e R B

[ Server creates messages out of order

QK | Cancel Help

Open your Total Net Shield, go to Listening Manager>Settings.



"= Anonyr.cer Total Ne: Shield - Secure Mode

i~ Listening Manager §H Manager HTTP Proxy Log Help

S5H Quick Settings

Hozt |cyherpass_net:22

= anorymizer.com: 110
127.0.0.1:80 cyberpazs. net: 30
1270011149 thews. anonymizer.com: 119
127.0.0.1:9353 cyberpazs. net 33539

IJzemame |username

HEREERRHRRARRE

Pazsword

v Save encrpted password

A5 Running in | Open Web Cpen Email W] Open Mews Logout
) Secure Mode Browser Client d  Reader

1:3.4pT1-1. woody. 3

@ 133920165  5S5H Session: Server authenticated, host key algarithm: ssh-dzz, MDS fingerprint;
OF:Ff: 71237 :bd:d5: 5 81 b7 37 06: 41:73:06: 35: 23, Bubble-B abble:
wudec-zomod-pesiz-gohac-devet-regim-humed-fufih-podic-rutet-bsos.

@ 1339:20.205  55H Seszion: Connection encryption: aez286-che, MAC: hmac-zhal, compreszsion:
zlib.

@ 1233200475 55H Session: Authentication complate.

[

|

Select the Anonymizer News Server, ‘ thews.anonymizer.com’ and click ‘ Change’




Anonymizer Total Net Shield Settings

Listering | $5H Login | S5H Session | S5H Host ID |

Listening Settings

Listening Interface

| 55H Port Fwding Destination | Port Fwding Destination |

127.0.0.1:25
B1127.001:110
[1127.001:20
(%]127.0.0.1:119
[41127.0.0.1:3599

smtp.ananymizer.com: 25
mail anormymizer.com:110
cyberpass net: 20

tnews anonymizer.com:119

cyberpass.net: 3555

Add Mew Change |

Remove |

smtp.ananymizer.com: 25
mail anormymizer.com:110
builtin HTTP Prosy

tnews anonymizer.com:119

cyberpass.net: 3555

Remowve Al |

o]

Cancel | Apply




Change the Anonymizer News Server, ‘tnews.anonymizer.com’ to your News Server
address. Then click OK. Y our News Reader is now set to receive your personal News
Groups securely.

Change Listening Entry

Ligtening |nterface I‘I 27001
Liztering Part |1 19
55H Forwarding Host IY:::ur Mews Server here

S5H Forwarding Part |13

Insecure Mode

" Use buitin HTTP prosy
" Forward connections ko

Faonmarding Host IYl:uur Mews Server here

Famwarding Part I‘I 19

] I Cancel




Errors and Settings on Main splash screen

If you try to login and you get an error message in the Log stating ‘ Could not login due to authentication
failure” ‘SSH_DISCONNECT_BY_APPLICATION’, this means either your username and/or password
you entered is incorrect, you are not connected to the Internet, or your Firewall is blocking the Total Net
Shield from accessing the Internet. Please recheck these options and try again.

" Anonymizer Total Net Shield - Secure Mode
File Mode Listening Manager S5HManager HTTP Proxy Log Help

Quick Settings
Ligtening Interface | S5H Port Fonaarding Destination Host |cyherpass_net:22
127.0.0.1:25 zrtp. anonymizer. con 25
127.0.071:110 mail. anoryrmizer.com: 110 Uzemame |.-5'-.n|:|nj.lmizer |lzermame
127.0.0.1:80 cyberpazs. net: 30
127.0.01:113 trews. anongrmizer.com: 119 Password |

127.0.0.1:9353 cyberpazs. net 33539

v Save encrpted password

{5 Running in {" Open Web Cpen Email '4‘)'- Cpen Mews Login
) Secure Mode ' Browser | Client d  Reader -

OF:FF: 1. 37 :bd:d5:5be: 87 b7 37 06: 41:79:06: 35: 29, Bubble-B abble: -
rudec-zomod-pesiz-gohac-devet-regim-hymed-fufih-podic-rutet-bpsos.
@ 17:11:11.793  55H Seszion: Connection encryption: aes286-che, MAC: hmac-zhal, compression:
b
17:11:12.144  55H Seszion: Could not login due to authentication failure.
17:11:12.184  55H Session: Seszion terminated on client's behalf:
SSH_DISCOMMECT_BY_APPLICATION

To Login, smply enter your username and password, then click on the ‘Login’ button on the right.



"2 Anonymizer Total Net Shield - Secure Mode
File Mode ListeningManager 55HManager HTTP Proxy Log Help

| SSHQuick Settings |
Liztening Interface | 55H Port Forwarding D estination Host |c:yherpass_net:22
127.0.0.1:25 zmtp. anonymizer. com: 25

1270071110 rail. anoryrizer.comm: 110 Uzemarne I

127.0.0.1:80 cyberpazz. net 80

127.0.01:1113 trews. anongrnizer com: 113 Pazsword I

127.0.0.1:9339 cyberpazs. net: 3999
[v Save encrypted password

Iz Running in |\ Open Web Open Email — Open Mews Login
. L) Secure Mode ' Browser | Client 4 Reader
0]

@EIEI:EIEﬂ 0635 55H Seszion: Server verzion sting 55H-2.0-0pen55H_3.8.1p1 Debian-3. zange. 4 L

@ 0306:10.885 S55H Seszion: Server authenticated, host key algorithm: szh-dzs, MD5 fingerprink:
OF:Ff:¥1: 37 :bd:d5: B 81 b7 37 06: 41:79:06: 35: 29, Bubble-B abble:
rudec-zomod-pesiz-gohac-devet-regim-hymed-fufih-podic-rutet-bpsos,

@ 03:06:40.698 S5SH Session: Connection encryption: aes2b6-cbe, MALC: hrmac-zhal, compreszion:
zlib.

@DH:DE:M.?SE 55H Session: Client disconnected.

EA

To Logout, click onthe ‘Logout’ button to the right. Please note: Logging out will turn *OFF the
secure tunneling but your settings will still be configured to connect to the service. If you want to
surf the Internet and not be protected by Anonymizer Total Net Shield, please click on the
‘Running in Secure Mode' lock to the left of the screen. Doing this will route your Internet traffic
through the software but it will not be protected by our SSH servers.



"2 Anonymizer Total Net Shield - Secure Mode
File Mode ListeningManager 55HManager HTTP Proxy Log Help

Active Listening Settings 0 g%

Liztening Interface | 55H Port Forwarding D estination Host |c:yherpass_net:22
127.0.0.1:25 zmtp. anonymizer. com: 25

1270071110 rail. anoryrizer.comm: 110 Uzemarne |.-'1'-.nn:|nj,lmizer |lzemame
127.0.0.1:80 cyberpazz. net 80

127.0.01:1113 trews. anongrnizer com: 113 Pazsword B

127.0.0.1:9339 cyberpazs. net: 3999
[v Save encrypted password

o Running in |\ Open Web Open Email - Open Mews Lagout
. ) Secure Mode ' Browser | Client 4 Reader
i

@ 0F26:22. 297 55H Seszion: Server verzion sting: 55H-2.0-0pen55SH_3.8.1p1 Debian-8.zarge 4 L

@ 03:26:22 467  55H Seszion: Server authenticated, host key algorithm; szh-dzs, MDD fingerprink:
OF:Ff:¥1: 37 :bd:d5: B 81 b7 37 06: 41:79:06: 35: 29, Bubble-B abble:
rudec-zomod-pesiz-gohac-devet-regim-hymed-fufih-podic-rutet-bpsos,

@ 09:26:22 527  S5H Seszion: Connection encryption: aes206-cbe, MAC: hrmac-zhal, compression:
zlib.

@ 03:26:22.838 55H Seszion: Authentication cormplete.

EA

When you initially connect you are going to be ‘Running in Secure Mode’, this means, whatever
programs you have configured to go through the software and to our serversis going to be secured
and you will be protected.



"2 Anonymizer Total Net Shield - Secure Mode
File Mode ListeningManager 55HManager HTTP Proxy Log Help

Quick Settings
Liztening Interface | 55H Port Forwarding D estination Host |c:yherpass_net:22
127.0.0.1:25 zmtp. anonymizer. com: 25
1270071110 rail. anoryrizer.comm: 110 Uzemarne |.-'1'-.nn:|nj,lmizer |lzemame
127.0.0.1:80 cyberpazz. net 80
127.0.01:1113 trews. anongrnizer com: 113 Pazsword R

127.0.0.1:9339 cyberpazs. net: 3999

[v Save encrypted password

'z Running in |\ Open Web Open Email e Open Mews Logout
. ) Secure Mode ' Browser | Client d  Reader -

@DS:DH:EEJ ¥4 55H Sezszion: Server version zting: 55H-2.0-0pen55H_3.81p1 Debian-8.zarge 4 .

@ 03:09:25.335 55H Seszion: Server authenticated, host key algorithm: szh-dzs, MD5 fingerprink:
OF:Ff:¥1: 37 :bd:d5: B 81 b7 37 06: 41:79:06: 35: 29, Bubble-B abble:
rudec-zomod-pesiz-gohac-devet-regim-hymed-fufih-podic-rutet-bpsos,

@ 030925385 S5SH Session: Connechion encryption: aes2b6-cbe, MALC: hmac-zhal, compreszion:
zlib.

@ 03:03:25.745 55H Session: Authentication complete. ———

EA

While ‘Running in Insecure Mode' your icon down by your clock will show as ared icon instead

of green. w3 Your main Total Net Shield screen will also indicate you are ‘ Running in Insecure
Mode and in the *Active Listening Ports' you will see this option has changed to use the ‘Built in
HTTP Proxy’ setting. Please note: Doing thiswill route your Internet traffic through the software
but it will not be protected by our SSH servers, in other words, your surfing is not secure whilein
this mode.



"= Anonymizer Total Net Shield - Insecure Mode

File Mode ListeningManager S5HManager HTTP Proxy Log Help

Quick Settings
Liztening Interface | Port Forwarding Destination Host |-::yherpass_net:22
127.0.0.1:25 zmtp. anonymizer. com: 25
127.0.071:110 il anoryrizer.com: 110 Uzemarne |.-'1'-.nn:|nj,lmizer |lzemame
127.0.0.1:80 buiilt-in HT TP Prowsy
127.0.01:1113 trews. anongrnizer com: 113 Pazsword R

127.0.0.1:9339 cyberpazs. net: 3999

[v Save encrypted password

g Running in |\ Open Web Open Email - Open Mews Logout
. L) Insecure Mode ' Browser | Client 4 Reader -

@ 17:26:18.937  55H Seszion: Server authenticated, host key algorithm: szh-dzz, MDS fingerprink: .
OF:FF: 712371 :bd:d5: B 81 b7 37 06: 41:73:06: 35: 23, Bubble-B abble:
wudec-somod-pesiz-qohac-devet-reqgim-humed-fufin-podic-rutet-bmos.

@ 17:26:18.988 S5SH Session: Connechion enciyption: aes2b6-cbe, MALC: hrmac-zhal, compreszion:
zlib.

@ 17:26:19.318  55H Session: Authentication complate.

@ 03:04:47.615  Uszer Interface: Switching b Insecure Mode.

If you get an error message in the Log stating * SSH Session: Connection attempted failed.
Aninvalid argument was supplied.” This means you are either not connected to the Internet
while the software istrying to log in or you have a Firewall on your computer that may be
blocking the Total Net Shield from accessing the Internet or acting as a server. Please
adjust make sure you are connected and you are not blocking it with afirewall and try to
login again.



"% Anonymizer Total Net Shield - Secure Mode
File Mode ListeningManager 55HManager HTTP Proxy Log Help

Quick Settings
Liztening Interface | 55H Port Forwarding D estination Host |c:yherpass_net:22
127.0.0.1:25 zmtp. anonymizer. com: 25
1270071110 rail. anoryrizer.comm: 110 Uzemarne |.-'1'-.nn:|nj,lmizer |lzemame
127.0.0.1:80 cyberpazz. net 80
127.0.01:1113 trews. anongrnizer com: 113 Pazsword P

127.0.0.1:9339 cyberpazs. net: 3999
[v Save encrypted password

'z Running in |\ Open Web Open Email e Open Mews Login
. L) Secure Mode ' Browser | Client 4 Reader

@ 17:12:08.114  Settings Manager: Loading zettings succeeded.

@ 17:12:08.134  Liztening kM anager: Bestarting.

@ 17:12:08.144  Anonymizer Tatal et Shigld built by Bitvize
Coppright [C] 2000-2003 by Bitvize Ltd,

55H Seszion: Connection attempt failed. An invalid argument was supplied.

Error messages stating, ‘ Listening Manager: Listening on 127.0.0.1:xx failed. Only one
usage of each socket address is normally permitted.” This could be caused by either, you

have more than one Total Net Shield running, you would see this by your clock in
your system tray, exit out of one program by right clicking on the icon and click exit. Then
launch the other program and L ogout and Login again.



" Anonymizer Total Net Shield - Secure Mode |’._||’E|E|
File Mode Listening Manager S5H Manager HTTF Proxy Log Help

Active Listening Settings ) C FIngs

Ligtening Interface | S5H Port Fonaarding Destination Host |cyherpass_net:22

IJzername |.-i'-.n|:|nj.lmizer Ilsermarne

HERRERKHHEERERN

Pazsword

\ _} v Save encrpted password

L Running in {" Open Web Open Email U Open Mews Logout
_LJ Secure Mode ' Browser [ Client d  Reader -

0F:fE71:37:bd:d5:5e: 81 b7 37 06: 47 73:06:35: 29, Bubble-B abble: .
rudec-zomod-pesiz-gohac-devet-regim-hymed-fufih-podic-rutet-bpsos.
@EIEI:SS:SEI.E?E 55H Seszion: Connection encryption: aes286-che, MAC: hmac-zhal, compression:

2l
&

03:33:41.338  Listening kM anager: Listening on 127.0.0.7:25 failed. Only one uzage of each su:u:ke-t-\
addrezs [protocal/netwark. addrezedpart] iz normally permitted.

& 03:33:41.609 Liztening Manager: Liztening on 127.0.0.1:110 failed. Only one uzage of each

zocket addresz [protocol/network. addresz/port] iz nomally permitted.

& 09:33:41.649  Listening Manager: Listening on 127.0.0.1:80 failed. Only one uzage of each socket

addrezs [protocaol/netwaork. addrezzdpart] iz nomally permitted.

& 03%33:41.6¥3 Listening Manager: Liztening on 127.0.0.1:119 failed. Only one uzage of each

zocket addreszs [protocol/network, addresz/port] iz normally permitted.

%9:33:41 719 Ligtening Manager: Listening on 127.0.0.1:9339 failed. Only one uzage of each

zocket addrezs [protocal/network. address/port] iz narmally permitted. j w

If you are getting other errors different than specified, or you need further assistance please
email us at ts@anonymizer.com or call us at 888-270-0141. For calls outside the US please
call 858-866-1300.




UN-INSTALLATION

To uninstall the Total Net Shield software, please make sure you exit out of the program so it is ‘not’ running.

Simply right click on the icon ';j near your clock and click exit.

Restore

Switch to Secure Mode
Switch to Insecure Mode

Log Popup Settings L4

Exit

Then go into your Control Panel and then into your Add/Remove Programs.



B Control Panel

File Edit View Favorites Tools Help

Qeack - & - F | P search [ Folders | [T+

Address 3¢ Control Panel

o

E“' Control Panel S PiCk a Category

5
& Appearance and Themes
-

3 switch to Classic View

See Also

% Windows Update '_.-"'i
@) Help and Support - Network and Internet Connections

? Add or Remove Programs

- W ‘# spunds, Speech, and Audio Devices

Other Cantral Panel
Options

.‘ Performance and Maintenance

Then select the Anonymizer Total Net Shield and click on Remove.

User Accounts

Date, Time, Language, and Regional
Options

Accessibility Options

Security Center




¥ Add or Remove Programs

et
\ﬁ Currently installed programs: [] show updates Sort by: | Name W |
Change ar — P’
PRE"”D'“'E Al RoboForm Adapter for FirefoxMozilla/MNetscape Size 6.63ME
rograms
@ Anonymizer Safe Surfing Suite - Firefox Edition Size  21.37ME
% %" Anonymizer Total Net Shield 2.04 (remove only) i 2.35MB
Add Mew rarely
Programs

Last Uroaun 4212005

r In change this program or remave it from your computer, dick Change Remaove
Change /Remove, |

)

Add/Remove ﬁ_%' Avant Browser (remove only)
Windows
Components & ccleaner (remove only) Size 1.06MB

! Div¥ Player Size 2.91ME

{5 DivX Pro Size  2.91MB
Set Program
Accessand |4 Eudora Size  13.35MB
Defaults

ﬂ Forté Agent Size 9.89MB

Once you choose to Uninstall, a window will appear prompting you to unconfigure al the setting the initial

‘Installation” may have set up for you automatically. Please follow through these steps to assure the program is
completely unconfigured.



&% Settings Restoration Wizard

Usage Information

Welcome to the Settings Restoration Wizard.

As part of the uninstallation process, this wizard will help you restore your
computers settings back to their original values before Anamymizer THS
Tunneling Software was installed.

|se the buttons provided in the following screens to retum your
programs’ settings to their previous values. f you do not do this now, you
will need to do it manually later on.

if you are uninstalling Anarymizer TMS only to replace your cument
version with a new one, you can ignore this wizard and press Close.

Ctherwise, proceed to the following screen by pressing Mead.

< Back Mext = Close |

If you have configured an email account to be used with the Total Net Shield, please click on ‘Remove Account’
to unconfigure your email accounts. If you do not see this option, simply click the ‘Next’ button to continue.



&¥ Settings Restoration Wizard

Configuring Email Clients

This page allows you to remove Anormymizer THS email accounts that
have previously been created.

Accounts will be created or rezet uzing the information you have entered
ot the initial - Uzer [nfarmation - page.

|F both buttons for a specific email program are dizabled, thiz iz because
the wizard haz not found that progranm inztalled.

Al actions will reflect chanages instanthy.

Cutlook Express Feset Account "‘

Cutloaok Create Account | Hemowve Sccaunt |
Metscape Mozila Mail Create scoount | Femowve Soccolnt |
Eudora Create Account | Femove Account |

Create/Fezet &l | Remove Al Accounts |

< Back Mext = Close

The next window you will seeisthe settings for your News Readers. Click ‘Remove Account’ to unconfigure the
News Reader settings. Then click ‘Next’ to continue.



&¥ Settings Restoration Wizard

Configuring News Readers

This page allows you to remove Anormymizer THS news accounts that
have previously been created.

Accounts will be created or rezet uzing the information you have entered
ot the initial - Uzer [nfarmation - page.

|F both buttons for a specific news program are dizabled, this iz becauze
the wizard haz not found that progran inztalled.

Al actions will reflect changes instanthy.

Cutlook Express Feset dcoount Remove Account |
Agent Create Account | Femove Scooumnt |
Create/Fezet &l | Remove Al Accounts |

< Back Mext = Close |

The next window you will see is the settings for your browser. Click ‘Restore Settings to unconfigure your
browser settings. If you do not have this option, simply click the ‘Next’ button to continue.



&4 Settings Restoration Wizard

Configuring Web Browsers

This page allows you to restore web browsers that have previously been
set to wark securely over Anomymizer THS.

The wizard will zave the browser's settings before any modifications are
made. Once a browser's settingz are modified, the option to restore
zettings will be offered,

|f both Buttonz for & specific browser are dizabled, thiz iz becausze the
wizard has not found that browser installed.

Al actions will reflect changes instanthy.

Internet Explorer take Secure Restore Settings
Metscape Mozila fdake Secure | R i =i |
Opera tlake Secure | Fiestare Settings |
fdake All Secure | Restore All Settings |
< Back Mext > Close |

The next window you will see is the settings for your chat programs. Click ‘Restore All Settings' to unconfigure
your chat settings. If you do not have this option, simply click the ‘Finish’ button to complete the uninstallation.



&4 Settings Restoration Wizard

This page allows you to restore chat or messaging programs that have
previoushy been set to wark securely over Anorymizer THS.

The wizard will zave each program’s settings before any modific ations

are made. Dnoe a program's 2ettingz are modified, the optian to restare
zettings will be offered,

|f both Buttonz for & specific application are dizabled, thiz iz becauze the
wizard haz not found that program installed.

Al actions will reflect changes instanthy.

mIRC fdake Secure | Festare Settings |
IC0 Lite fdake Secure | Fiestare Settings |
fdake All Secure | Festore &l Setiings |

'

<Back | Heis | Frish |

Once finished you will have another Uninstaller window pop up showing that, press the Remove button to
continue to remove the Total Net Shield software.

W' Uninstaller - Anonymizer Total Net Shield 2.04 (remove only)

— Uninztall Log

\A) |nztallation information loaded succesfully.
_

——e B emove I Carcel




If completed successfully the last message in the window will report * Uninstall Complete’. Then click
‘Close’, your un-installation is now compl ete.

%' Uninstaller - Anonymizer Total Net Shield 2.04 (remove only)

IJninstall Log

@ Deleting main file 'C:hProgram Filezh&nonpmizer THS AnonT ng.exe’ succeeded. -
@ Deleting registiy key 'HEEY _LOCAL_RMACHIMENS OF T'WARE YicrozafthwindowszhCumentyers
@ Deleting file 'C:\Program Files'Anorymizer THSWAppCiatefizard. exe’ succeeded.

@ Deleting file 'C:\Fragram Files Anaonymizer THS\wninst exe’ succeeded.

@ Deleting file 'C:A\Documentz and Settingz'All U zerzhStart MenuProgramstAnonpmizerdnonpmi
@ Deleting file 'C:A\Documents and Settingz'All L zerzhStart MenusPrograms'dnonymizersConfigur
@ Deleting file 'C:ADocumentz and Settingz Al UzerzhStart MenuProgramstdnorymizertdninztall
@ Deleting file 'C:A\Documents and Settingz\all UsershStart ke ProgramshStartuphdnonymizer 1
@ Removing directory 'C:%Program Files'Anonymizer THS' succeeded.

@ Removing directon 'C:hDocuments and Settingzhall LlsershStart MenutPrograms &nonymizer' =
@ Urinztall completed. Z

£ b

—e =]
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